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Cybersecurity: Getting 
the Most Bang for Your 

Buck!

February 16, 2023
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Today’s Speaker

• Sherri Davidoff
• Founder & CEO, LMG Security 
• 22 years as a cybersecurity 

professional
• MIT, EE/CS & Network Security 

Team
• Training:  PCBS, FDIC/FFIEC, ABA, 

IRS, Black Hat & more
• Author of ”Data Breaches”
• New Book! 

• “Ransomware & Cyber Extortion”
New 
Book! 
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Thanks, PCBS!
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“How Much Should We Spend on Cybersecurity?”

• The answer is…

• It depends!

• (You knew that was coming…)



Today’s Roadmap
1. Cybersecurity Requirements 

are Ramping Up
2. 4 Steps to an Effective 

Cybersecurity Program
3. Top Cybersecurity Controls for 

2023
You said: “We want 

numbers!”

We listened J
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The Costs of Insecurity are Rising…

• Cybersecurity incidents are VERY expensive
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Impacts of Cyber Attacks Go Beyond Direct Cash Loss

Hiscox, Cyber Readiness Report 2022
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Pressure to Ramp Up Cybersecurity Programs

• Reduce risk of harm
• Regulator / examiner 

requirements
• Meet cyber 

insurer recommendations
• Customer demands
• Our communities
• & more
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The Ultimate Goal of Cybersecurity Spending
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Getting Return on Investment

Effectively reduce risk!
1. Decrease likelihood of a 

negative event
2. Decrease impact of a 

negative event
3. Spend efficiently

Image source: 
https://www.securitymadesimple.org/cybersecurity-blog/how-
to-calculate-the-roi-of-cybersecurity

(Risk = impact x likelihood)
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Running an Effective Cybersecurity Program

• Know What You’re Trying to Protect
• Understand Your Obligations
•Monitor Your Risk
•Manage Your Risk

- Top Cybersecurity Controls for 2023
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The CIA Triad

•Confidentiality
• Integrity
•Availability
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What Systems and Services Do You Need to Protect?
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What Data Do You Need to Protect?

• Employee SSNs
• Customer Data
• Tax Returns
• Medical Info
• PII
• Corporate Credit Cards
• Driver’s license scans
• Insurance information

• Intellectual Property
• Confidential Business 

Information
• Employee and Client 

Contacts
• IT Asset Inventories
• And more …
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Copyright Sherri Davidoff 2018. All rights reserved.

Data is Hazardous Material

www.LMGsecurity.comwww.LMGsecurity.com

More Data == More Cost/Risk
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The Cheapest Way to Reduce Your Risk

www.LMGsecurity.com18
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Routinely Conduct Data Discovery & Mapping

• Identify sensitive data
- PII
- Payment card info
- Passwords 
- & much more

• Local Network & Cloud
- (Built into some cloud 

platforms)

• Iterative Process
• Automated Tools
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Running an Effective Cybersecurity Program

• Know What You’re Trying to Protect
• Understand Your Obligations
•Monitor Your Risk
•Manage Your Risk

- Top Cybersecurity Controls for 2023
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Consult a Qualified Data Privacy Lawyer

• Statement of Application Laws, 
Regulations and Obligations
• Oversight Responsibilities
• Outsource these decisions

- (Lowers your risk)

• Laws evolve rapidly 
• Highly specialized industry
• Annual review
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Running an Effective Cybersecurity Program

• Know What You’re Trying to Protect
• Understand Your Obligations
•Monitor Your Risk
•Manage Your Risk

- Top Cybersecurity Controls for 2023
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Monitoring Risk

1. Cybersecurity 
controls assessment

2. Technical testing
3. Risk assessment
4. Incident review

NIST Cybersecurity Framework
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• Penetration Testing
• Vulnerability Scans
• Phishing Tests
• Threat Hunting
• Cloud Config Reviews

Conduct Technical Testing

Align with Your Current 
Environment & Current 
Threats
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Conduct Cloud Configuration Reviews

üInventory your cloud apps & data
üPrioritize based on criticality & data 

sensitivity
• ie M365, Sharepoint, GCP

üConduct routine config reviews
• Prevent BEC attacks, data breaches

üIntegrate with security products
üMonitor alerts & notifications
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Manage Your Risk

• Know What You’re Trying to Protect
• Understand Your Obligations
•Monitor Your Risk
•Manage Your Risk

- Top Cybersecurity Controls for 2023
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A. What is your risk?
- Consider emerging threats
- Compliance / contractual 

requirements

B. What is your organization’s risk 
appetite?

C. How much do you need to spend 
to get risk to a level where your 
organization is comfortable?

3 Factors to Consider When Budgeting
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Case Study: Missed Payment

• Manufacturing Company
• Received notification that a payment 

to their insurance had not been 
received
• Bookkeeper sent the payment two 

weeks prior ($160K)
• Payment was never received
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What Happened?

• New Bookkeeper
- Only on staff for about 90 days

• Received a phishing email
• Entered credentials on a lookalike 

Microsoft O365 login page
• Adversary from Estonia accessed 

the account and redirected 
payment
• Money is gone!
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Business Email Compromise is the #1 Crime By $$
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Use Multifactor Authentication 

• Authenticate = verify identity
- Something you know (Type 1)
- Something you have (Type 2)
- Something you are (Type 3)
•Multifactor = more than one
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Case Study: The Uber Hack

• Hacker broke into Uber’s corporate IT 
environment
• Gained full access to key servers and 

cloud platforms
• Posted screenshots & told media
• Hacker claims to be an 18-year-old
• Currently Uber says the “production” 

systems and sensitive user info is not 
affected
- (Investigation is ongoing)
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How They Got Hacked

• Likely started with a contractor’s 
hacked personal device 
- “infected with malware” (Uber 

9/16/22)

• Corporate password sold on dark 
web
• Purchased & attackers tried to log 

in repeatedly
- MFA blocked access
- THWARTED!

(But wait, there’s more…)
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Hacker Bombarded the User’s Phone

https://www.bleepingcomputer.com/news/security/uber-hacked-internal-
systems-breached-and-vulnerability-reports-stolen/

“MFA fatigue” is real!
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Hackers Can Get Your Cell Phone #

• Two researchers presented at Black 
Hat USA (Aug 2022)
• Searched the dark web for stolen 

passwords
• Found databases of cell phone 

numbers
• Linked together to get a data base 

with over 1 BILLION stolen 
passwords + phone #s 

https://www.darkreading.com/cloud/stolen-data-attackers-advantage-text-based-2fa
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Conduct Cybersecurity Awareness Training

• On-Demand Awareness Videos
• Email Reminders
• Phishing Exercises
• Include MFA social engineering 

attacks
- Texts & phone calls
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On-Demand Training Portal

• Strengthen your human firewall
• Keep cyber top of mind
• Example: KnowBe4 Platform
• Over 1,350 Training Modules
• Includes phishing tests
• Highly effective!

PCBS Community Discount on 
KnowBe4 Training Platform 
through March 30! 
Email info@LMGsecurity.com

mailto:info@LMGsecurity.com


©LMG Security 2021. All rights reserved. | www.LMGsecurity.com | 42

Use Strong MFA

• Choose a strong method

• ie Hardware token or App

• NOT SMS/email/phone

• Configure carefully!
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Once The Hackers Were Inside Uber’s Network…

• Expanded access to other employee 
accounts and computers
• Gained access to core servers
• Reconfigured network to “display a 

graphic image to employees”

https://www.uber.com/newsroom/security-update



©LMG Security 2021. All rights reserved. | www.LMGsecurity.com | 44

The Hackers Quickly Jumped to the Cloud
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Identity and Access Management

• Restrict access to accounts
• If an account is misused/used 

inappropriate
• Supports automated response
• Can act as a central identity provider 

for other services
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Ransomware Remains a Top Threat
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Case Study: BlackCat Attack!
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Time to Encrypt 53 GB / ~100,000 test files

Better, Faster Ransomware
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AI/Automation Dramatically Improves Response 

“Organizations with fully deployed 
security AI and automation were able to 
detect and contain a breach much more 
quickly than organizations with no 
security AI and automation deployed.”

IBM Cost of a Data Breach 2022, p. 23
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Endpoint Detection and Response (EDR)

• Real-time continuous monitoring
• Live response
• Threat hunting
• Historical data collection
• Highly automated
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EDR Antivirus L

"How is EDR Different from Antivirus?"
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EDR vs Antivirus

• EDR:
- Integrated threat intelligence
- Behavioral detection
- Quarantine functions
- Forensic information gathering
- Live mitigation capabilities
- Often contains antivirus

• Antivirus:
- Static filesystem scanning
• Signature
• Heuristic
• Integrity
• Behavioral

- Scheduled scans
- Malicious file removal (sometimes only 

partial)
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Timing of Ransomware Attacks

• Fourth of July weekend
• Kaseya Ransomware Attacks

- Coincidence? 
- “Forensics Friday” @LMG

• Locked up w ransomware
• Need a fast, effective 

response!

https://www.fireeye.com/blog/threat-research/2020/03/they-come-in-the-night-ransomware-deployment-trends.html
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Essential Plan: $17/Asset* per Month
Elite Plan: $23/Asset* per Month

(*300 Asset minimum) $61k – $83K Annually

Basic Plan: $21K Annually
(300 Assets)

Basic Plan: $22K Annually
(300 Assets) 

Continuous Security Monitoring
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Conduct Tabletop Exercises

• Live simulated cyber events
- Ransomware
- BEC
- Malware
- Supply chain attacks & more

• Virtual or onsite
• Test processes, communications, etc.
• Clarify roles & responsibilities
• Align expectations & Identify gaps
• Fun & educational

IBM, “Cost of a Data Breach 2022”
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Back to the Case: Hackers Stole 4TB+ of Data

Trend: Data Exfil
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More Data = Higher Damages When it Leaks
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Attacking Backups…
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Maintain and Test Your Backups

• Archive, encrypt and store data 
offsite
• Immutable
• Encrypted
• Retention times
• VM environment
• Plan for restoration time
• Include Cloud Apps 
• Test your backups!

- Or you don’t have backups

Configuration 

matters!



60
2/16/23
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But Wait, It Gets Worse…

“On Monday, the hacking group known as Cl0p 
published the data from Flagstar Bank on a dark 
web site, and emailed reporters to advertise the 
extortion attempt. The hackers said that they 
published the data hoping to convince the bank 
to pay them to stop leaking its internal data.” –
Vice Magazine
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Threat: Software Exploits

https://www.mandiant.com/sites/default/files/2022-04/M-Trends%202022%20Executive%20Summary.pdf
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Rapid Exploitation of Zero-Day Vulnerabilities

Microsoft Digital Defense Report: https://www.microsoft.com/en-us/security/business/microsoft-digital-defense-report-2022

https://www.microsoft.com/en-us/security/business/microsoft-digital-defense-report-2022
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Monitor Your Attack Surface

• Verify patching
• Audit configurations
• Scan the external facing 

parts of the network
• Include your cloud!

https://www.cisa.gov/known-exploited-
vulnerabilities-catalog





67
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Conduct Penetration Testing

• Ethical hackers find your weaknesses 
before the bad guys
• Get an accurate understanding of your 

risk
• Identify fundamental issues that 

automated scans won’t detect
• Get to the root of cybersecurity 

weaknesses
• Demonstrate the risk
• Prioritize cybersecurity investments 

effectively
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Effective Patch Management

• Takes time & 
manpower

• Operating system & 
3rd party apps

• Requires application 
inventory & tracking
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Practical, Low-Cost Security Training

Training content may be free!



Register now for the Ransomware Response class! 
https://www.LMGsecurity.com/ransomwareclass
$50 Discount code for PCBS community: PCBS438
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New Compliance/Contractual Requirements

Example: GLBA
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Cybersecurity Starts with Strong Leadership!

https://www2.deloitte.com/content/dam/Deloitte/ec/Documents/financial-services/DI_Pursuing-cybersecurity-maturity-at-financial-institutions.pdf

"How a security program is 
planned, executed, and 

governed is likely as important 
as how much money is devoted 

to cybersecurity."
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Qualified Cybersecurity Leadership

• Every Organization Needs a Qualified CISO 
or equivalent
• Skills required

- Cybersecurity experience (not just 
certificates)

- Familiarity with Controls Frameworks, Risk 
Assessments, and Technical Testing

- Strong IT background as well

• Reduces average cost of a breach by 
$144,915
• Does not need to be full time

- You can become a fractional CISO!
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Outsource Cybersecurity As Needed

• MSSPs
• Cybersecurity 

projects
• Specialized skills
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Risk Treatment Options

•Avoid
•Accept
•Mitigate
•Transfer
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Cyber Insurance is More Important than Ever

• Reduces average cost of a breach by $240,488
• Covers response costs:

- Incident response specialists
- Legal services
- Forensic investigation
- Threat hunting
- Public relations
- Notification costs
- Etc.
• Business disruption/lost revenue
• Information security/privacy liability
• Regulatory fines (state/federal laws, etc.)
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It’s Not Apples to Apples
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“This ambiguity can result in 
misunderstandings and litigation 
between insurers and 
policyholders.” – GAO

https://www.gao.gov/products/gao-21-477
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Shifting Cyber Insurance Landscape

• Acts of War – new requirements 
from Lloyd’s 
• Systemic Risks

- New! Outage of major service 
providers (Microsoft, Amazon, etc.)

- Widespread events (ie if a hack affects 
more than a certain # of organizations, 
you won’t be covered)

Ensure the cyber insurance 
coverage is aligned with risks and 
leadership’s risk appetite
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Effective Cybersecurity Starts at the Top

https://www2.deloitte.com/content/dam/Deloitte/ec/Documents/financial-services/DI_Pursuing-cybersecurity-maturity-at-financial-institutions.pdf



©LMG Security 2021. All rights reserved. | www.LMGsecurity.com | 83

Increasing Risks for Management & Board
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Board & Executive Awareness is Key

• Good job today!
• Empower your executives & board
• Education & training on 

cybersecurity
• Annual update / budget review
• Metrics & reports
• Cybersecurity risks = business risks
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How to Run an Effective Cybersecurity Program

1) Know What You are Trying to 
Protect

üInventory of Data & Assets
2) Understand Your Obligations

üStatement of Applicable Laws, Regulations, 
and Obligations

üOversight Responsibilities
3) Monitor Risk

üRisk Assessment Report
üCybersecurity Controls Assessment
üTechnical Testing
üIncident Review

4) Manage Risk
üTop Security Controls of 2023



https://www.LMGsecurity.com/resources/top-cybersecurity-controls/
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• Sherri Davidoff, CEO of LMG Security
• info@LMGsecurity.com
• @LMGSecurity
• sherridavidoff@infosec.exchange
• Find me on 

Questions?

Register now for the Ransomware Response class! 
https://www.LMGsecurity.com/ransomwareclass
$50 Discount code for PCBS community: PCBS438

mailto:info@LMGsecurity.com

